NHOOPMALIMOHHASA ITAMATKA
JJISA OBYYAIOIIUXCA AJ1AA PASMEIIEHUSA
HA OOPUIINAJBHbBIX HHTEPHET-PECYPCAX

C KaXKIbIM TOAOM MOJIOACKHU B HMHTCPHCTC CTAHOBUTLCA 60.]]}3]_[16, a4 IIKOJBHHUKH OJHH M3 CaMBbIX
aKTHBHBIX MOJIb30BaTelIeH PYHeTa. Me;xz[y TEM, IOMHMO OI'POMHOI'0O KOJINYCCTBA BO3MO)I(HOCTCI>'I, HHTCPHCET
HECCT U Hp06H€MH. OTa mamsrTka J0JIDKHaA ITOMOYb TeOe Oe30macHo HaxXoaUuThCsA B CCTH.

Komnbrorepubie BUpychbl

KomnploTepHslii  BUpyC - 3TO Ppa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTJIMYMTEIbHOU
0COOEHHOCTBIO KOTOPOH fABISETCA CIOCOOHOCTh K Pa3MHOXKEHUIO. B jomonHeHue Kk 3ToMy, BUPYChl MOTYT
MOBPEINUTH WU TIOJTHOCTBIO YHUUYTOXKHUTB BCE (Paiiiibl U JTaHHBIE, TOAKOHTPOJILHBIE TIOJIH30BATENI0, OT UMEHH
KOTOporo Oblga 3amylieHa 3apaKeHHas IporpamMma, a TakKe I[OBPEIUTh WINM JaXe YHHUYTOXKHUTb
OIEPAIIMOHHYIO CHCTEMY CO BceMH (ailiamu B 11e70M. B G0sIBIIMHCTBE CllydaeB pacpOCTPaHSIOTCS BUPYCHI
4yepe3 NHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. HCHOHB?»Yﬁ COBPCMCHHBLIC OIICPALIMOHHBIC CHCTCMbI, UMCIOIIIUC Cepbe3HbIﬁ YPOBCHb 3allUTHI OT
BpPCOAOHOCHBIX ITPOIrpaMMm;

2. TlocrosHHO ycraHaBinuBaii mayTH (UMQPOBBIE  3aIUIATKH, KOTOPBIE  ABTOMATUYECKH
YCTaHABJIMBAIOTCA C LENbI0 JOPAa00TKH MPOTPaMMBbl) U Jpyrre OOHOBJICHUS CBOCH ONEPAalMOHHON CHCTEMBI.
CkaumBaii WX TONBKO ¢ o¢unuaneHOoro caiita paspaborunka OC. Ecim cymecTtByer pexum
aBTOMAaTHYECKOT0 OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE IMOJ IpaBaMH IOJb30BaTENs, a HE aIMUHUCTpaTopa. JTO HE
II03BOJIUT 6OJ'II>HII/IHCTBy BPCAOHOCHBIX IIPOrpaMM HMHCTAJUIMPOBATHCA HAa TBOCM IICPCOHAIIBHOM
KOMITBIOTEPE;

4. MHcrnonb3yll aHTUBUPYCHBIE NPOrpaMMHBIE MPOJAYKTHl HM3BECTHBIX IPOU3BOJMUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanunub (pU3NUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIUIL;

6. Hcnonb3yil BHELIHHE HOCUTENIN MH(POPMALIMK, Takue Kak ¢uienka, JUCK WiIu ¢aill U3 MHTepHeTa,
TOJIBKO U3 ITPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIbIOTEpHBIE (ailiibl, HOJTyYEeHHbIE U3 HEHA/IEKHBIX UCTOUYHUKOB. Jlaxke Te Qailnbl,
KOTOpBIE MpHCIIall TBOW 3HAKOMBIH. JIydlie yTouHU y Hero, OTIIPABIIsI JIU OH TeOe uX.

Cerun WI-FI

Wi-Fi - 510 He Buj mepeaayn JaHHBIX, HE TEXHOJOTHs, a BCEro b Opena, Mapka. Emte B 1991 roay
HujepiaHackas komnanus 3apeructpuponaina opens "WECA", yto o6o3Hauano cnoBocoueranue "Wireless
Fidelity", koTopblif mepeBoaANUTCS Kak "OecrpoBOIHAS TOUHOCTD'.

Jlo Hamrero BpeMeHH JoNUIa Jpyras adbOpeBHaTypa, KOTOpas SIBJISICTCS TaKOW K€ TEXHOJOTHEH. DTo
abopeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO 1aHO C HAMEKOM HA CTAaHJApPT BBICIICH 3BYKOBOW TEXHUKH
Hi-Fi, uTo B mepeBo/ie 03HaUaeT "BbICOKAs TOYHOCTD'.

Ja, GecriaTHbIM HHTEPHET-0CTYI B Kade, OTENSAX U a3pOIopTax SABJSETCS OTIUYHON BO3MOXKHOCTBIO
BbIXOJa B HMHTEpHET. Ho MHOrme sKCmepThl CUMTaloT, 4To obmenoctynHble Wi-Fi cetn He SBISIOTCS
0€30I1aCHBIMH.

CoBertsl 110 Oe30macHOCTH paboThI B 00IIeI0CTYIHBIX ceTsix Wi-fi:



1. He nepenaBaii cBoro nuuHyr0 nHpopmanuio depes obmenocrynasie Wi-Fi cetn. Paboras B Hux,
KeIaTeIbHO He BBOAMTH MAPOJIH TOCTYIIA, IOTHHBI H KAKHE-TO HOMEPa;

2. Wcnionb3yil 1 OOHOBIISI aHTHBHPYCHBIE porpaMMbl U Opanamayep. TeM caMbiM ThI 00€30MacHIlb
ce0s OT 3aKauKH BUpYCa Ha TBOE YCTPOICTBO;

3. ITpu ucnonwszoBanuu Wi-Fi otkmoun ¢pynkuuto "O0mwmii noctyn k ¢aitniam u npuntepam". Jlannas
GyHKIMS 3aKpbITa MO YMOJYAHHUIO, OJHAKO HEKOTOPBIC IOJIb30BAaTEN AKTUBUPYIOT €€ IS yaoOcTBa
HCIIO0JIb30BaHUsI B paboTe WK yueoe;

4. He ucnonb3yil myonuunbeiii WI-FI mis nmepemaum NUYHBIX JaHHBIX, HAIpUMeEp IS BBIXOAA B
COLIMAJIbHBIC CETHU MJIU B DJIEKTPOHHYIO IOYTY;

5. Wcnonw3yit Tonbko 3amuineHHoe coenunenue uepes HTTPS, a ue HTTP, T.e. mpu Habope BeO-
aapeca BBoau uMeHHO "https://";

6. B MobunsHOM Tenedone otkmoun ¢(yakiuio "lTlogkmouenne k Wi-Fi aBromarmuecku". He
JIOITyCKal aBTOMAaTHYECKOTO MOAKITFOUYCHHUS ycTpolicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CounajnHble CeTH

COIII/I&JIBHI:IG CCTU aKTUBHO BXOJAT B HaAlly KU3Hb, MHOTHC JIIOAU pa60Ta}0T " )XUBYT TaM IIOCTOSAHHO,
a B Facebook YK€ 3apCrucCTpupoBaH MHUJUIHAPA YCJIOBCK, YTO SBJISICTCA O,HHOﬁ CC,Z[BMOI‘/‘I BCEX JKHTEIIeH
IUTIaHEeThl. MHOTHE MOJIh30BaTCIIM HE IIOHHUMAKT, 4YTO I/IH(l)OpMaIII/Iﬂ, pasMCiCHHad MMHU B COLHAJIBHBIX
CCTAX, MOXKCET OBITE Haﬁ,[[eHa U HCIIOJIb30BaHa KEM YIOJHO, B TOM YHCJIC HC 00s3aTeNbHO ¢ OJaruMu
HaMCPCHUAMU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COLIUANIBHBIX CETAX:
1. Orpanuyb crucok Apy3ei. Y Te0s B Ipy3bsiX HE TOJKHO ObITh CIy4YailHBIX M HE3HAKOMBIX JIHOZEH;

2. 3amumiail cBOr 4acTHYIO kHU3Hb. He yka3piBail naponu, TenedoHsl, aapeca, 1aTy TBOETO POXKIACHUS
U JIpYTYIO JHYHYI0 UH(POPMALIUIO. 3II0YMBIIUIEHHUKH MOTYT UCIOJb30BaTh Ja)ke HHPOPMALUIO O TOM, Kak
TBI U TBOU POJUTENM INIAHUPYETE NIPOBECTH KAaHUKYJIBI,

3. 3ammiiail cBOO pemyTaiuio - IepXKH €€ B YUCTOTEe M 3ajaBail ce0e BOMPOC: XOTeN Obl ThI, YTOObI
Jpyryue TOJIb30BaTeNM BUJENM, YTO Thl 3arpyxaeuib? llogymail, mpexnae 4yeM 4TO-TO OIMYyOJMKOBATh,
HAIlACATh U 3arpy3UTh;

4. Ecnu Tl TOBOpHULIB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3Yil CBOE PEANbHOE UMs U JPYTYIO
JUYHYI0 HHGOPMAIIUU: UM, MECTO JKUTEJIbCTBA, MECTO Y4eObl U IPOYEe;

5. U3berait pasmemienust potorpaduii B uTepHere, re Thl U300pakeH Ha MECTHOCTH, MO KOTOPOH
MOHO OIIPEAEIINTh TBOE MECTOIOJIOKEHHE;

6. Ilpu perucrpanuu B COLMATBLHON CETH HEOOXOIMMO UCIOIb30BAThH CIIOKHBIE TTAPOIIH, COCTOSIIIUE U3
OyKkB 1 LU(P U ¢ KOJTMYECTBOM 3HAKOB HE MeHee §;

7. I[J'IH COLIMAJIbHOM CCTH, ITOYTHI U APYTUX caiiToB HCO6XOI[I/IMO HCIIOJIb30BATh PAa3HBIC TAPOJIN. Torma
ecau Teos B3JIOMAKOT, TO 3JIOYMBINIJICHHUKH TTOJIYYaT JOCTYII TOJIBKO K OAHOMY MECTY, a HC BO BCC Cpa3y.

DJIeKTPOHHbBIE JeHbI U

DJEeKTPOHHBIE JCHBI'H - 3TO OYEHb YIOOHBINA CHOCOO IMiaTeXei, OJHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTAT IOIYYUTh 3TH JACHBIU.

DJIEKTPOHHBIE ICHBIU MOSBUWINCH COBCEM HEJIaBHO U UMEHHO M3-3a 3TOI'0 BO MHOTHX rOCyJapcTBax /10
CHX TOp HE MPOMKCAHO MPO HUX B 3aKOHAX.



B Poccun xe oHM (QYHKIMOHHUPYIOT M O HHUX YK€ NPOMHMCAHO B 3aKOHE, TJe WX pa3deisdioT Ha
HECKOJIbKO BHUJIOB - aHOHMMHbIE M HE aHOHHMMHbIE. Pa3HuIla B TOM, 4TO aHOHMMHBIE - 3TO T€, B KOTOPBIX
pasperraercsi HpOBOJUTH OmNepay 0e3 UACHTHU(PHUKAIMN [TOJB30BaTENs, 3 B HEAHOHUMHBIX UICHTU(UKAIIUSA
I10JIb30BATENs ABISAETCS 0043aTENbHOM.

Taxoke cienyeT pazauyaTh JIEKTPOHHBIE (HATHBIE ACHBI'H (PaBHBI TOCYAAPCTBEHHBIM BaIIOTaM) U
ANIEKTPOHHBIC HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI TI0 OE30MAaCHOM paboTe € ANEKTPOHHBIMH JCHbIaMH:

1. IlpuBsxu K cueTy MOOMIBHBINA TenedoH. ITO caMblil YAOOHBII U OBICTPBIA cr10cOO BOCCTAaHOBUTH
nocTyn K cuety. IlpuBsa3anHbIil TenedoH MOMOXKET, eciiu 3a0y/iellb CBOM IUIaTEKHbIHA Mapoib WX 3aiiellb
Ha CAlT C HE3HAKOMOI'0 YCTPOKCTBA;

2. Hcnonb3yii ogHopa3oBsle mapoiu. [locie mepexona Ha yCUIICHHYIO aBTOpHU3allMIO TeOe yke He
OyZeT yrpoKaTh OMACHOCTh KPaXXH WITK TIepeXBaTa IJIATSKHOTO MapoJIs;

3. Boibepu ciiokHbBIH maposib. [IpecTynmHrKkaM OyeT He IPOCTO yraJaTh CIOKHBIN mapoib. HaaexHbie
[apoJIK - 3TO MapOJIH, KOTOPBIE COJACPKAT HE MEHEE 8 3HAKOB M BKIIIOYAIOT B C€OS CTPOYHBIC M IPOIUCHBIE
OyKBbI, (Pl ¥ HECKOIBKO CHMBOJIOB, TAKME KaK 3HAK J0Juiapa, (yHTa, BOCKIMIATCIbHBIA 3HAK U T.IL.
Hanpuwmep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPHIM HE J1I0BEPSIEILb.
DJIeKTPOHHAS MOYTA

DNEeKTPOHHAs MOYTa - ATO TEXHOJIOTUS U IPEJOCTABISIEMbIE €10 YCIYTU IO MEPECHUIKE U MOJIYUYEHUIO
ANEKTPOHHBIX COOOIICHUN, KOTOPBIE PACHpPENENiOTCsl B KOMIbIOTEpHOH ceTh. OOBIYHO SIEKTPOHHBIN
MOYTOBBIA SAIIMK BBITJSIUT CICAYIOIIMM 00pa3oM: WM TOJb30BaTeIs(@uUMs_JoMeHa. Takke Kpome
nepeayu MPoCTOro TEKCTa, UMEETCSl BO3MOXKHOCTD Tepe1aBaTh (haiiiibl.

OCHOBHBIE COBETHI IO 6€30MacHOM padoTe ¢ ANEKTPOHHOU MOUTOM:

1. Hago BbIOpaTh MpaBUIIbHBIN MMOYTOBBINA cepBHC. B MHTEpHETE €CTh OrpOMHBIN BHIOOP O€CIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE JOBEPATH TEM, KOI'O 3HACILb U KTO IIEPBLII B PEUTHHIE;

2. He yka3piBaii B JMYHOM TmouTe JUYHYIO uHPopManuio. Hampumep, inydme BbIOpaTh
"My3bIKaIbHbIN (haHaT@" nau "pok2013" Bmecto "Temal3";

3. Hcnonp3yid ABYXOSTAllHYK0 AaBTOPU3ALMIO. OJTO KOrJa IOMUMO IapoJii HYKHO BBOJWTH KOJ,
IpuckUIaeMbIi o SMS;

4. BeiOepu CIOXHBIH Mapoib. s KakIoro MOYTOBOrO SIIHKA JODKEH OBITH CBOW HAJEKHBIH,
YCTOMYHMBBIN K B3JIOMY 1apOJIb;

5. Eciin ecTh BO3MOKHOCTh HAIlCaTh CcaMOMy CBOM JIMYHBIN BOIIPOC, I/ICHOJ'IBS}/ﬁ 9TY BO3MOXHOCTD,

6. Mcronb3yil HECKOJIBKO IOYTOBBIX SIIMKOB. lIepBbId JUIsi 4acTHOM MEPENHCKU C aJpecaTami,
KOTOPBIM ThI JIOBEpsEIIb. JTO 3JIEKTPOHHBIN aipec He Ha/l0 UCIOIB30BaTh MPH PETUCTpalluU Ha Gopymax U
caiTax;

7. He oTkpbiBaii (aitsibl U Apyrue BIOKEHUS B MUChMax, AK€ €CIU OHU MPHIILIA OT TBOMX JPY3€il.
Jlydie yTOYHM y HUX, OTIPABIISUIN JIK OHU TeOe 3TH (haiiibl;

8. Ilocie okoHuaHUsT pabOTHI HA MOYTOBOM CEPBHUCE TEPE]l 3aKPHITUEM BKJIAJKUA C CAUTOM HE 3a0y/b
Ha)xaTb Ha "BriiTu".



Ku0epOy/uIMHT WM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOymauHr - mpeciiejoBaHHE COOOUICHHUSIMH, COIEpXAIUMU OCKOPOJEHMs, arpeccuro,
3aIyTUBAHKE; XYJIUTAHCTBO; COLMATHHOE OOWKOTUPOBAHUE C MTOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYILTUHTOM:

1. He Opocaiicst B 60ii. JIyummii crmoco0: mocoBEeTOBaTHCS Kak ce0sl BECTH M, €CIM HET TOT0, K KOMY
MOXKHO O6paTI/ITLC$I, TO BHa4YaJI€ YCIIOKOUTLCH. Ecim THI HauHemr, oOTBEYATH OCKOp6HeHI/I$IMI/I Ha
OCKOPOJICHHS, TO TOJIBKO eI11e OO0JIbIIe Pa30MOKEIb KOH(IIUKT;

2. Yrpagisii cBoel KubeppenyTaimeii;

3. AHOHUMHOCTb B ceTd MHHMMasd. CylecTBYIOT CHOCOOBI BBIICHUTh, KTO CTOUT 32 QHOHUMHBIM
AKKayHTOM;

4. He crour BecTH XyIHUraHCKUU oOpa3 BUpPTyasbHON >xu3HH. VHTepHET (UKCHpyeT Bce TBOH
NEHCTBUS U COXpaHSET UX. Y JANUTh UX OyJeT KpailHe 3aTpyIHUTEIBHO;

5. Cobmro1ali CBOXO BUPTYaIbHYIO YE€CTh CMOJIOY;

6. UrHopupyit enunuuHblii HeraTtuB. OaHOpa30BbIE OCKOPOWUTENbHBIE COOOIIEHHUS —JIydIle
urHopupoBaTh. OObIUHO arpeccus MpeKpallaeTcs: Ha Ha4yaJlbHOM CTauu;

7. ban arpeccopa. B Imporpammax oOMeHa MIHOBEHHBIMHU COO6H_ICHI/I$IMI/I, B COIMAJIBHBIX CCTAX C€CTb
BO3MOXXHOCTH 6J'IOKI/IpOBKI/I OTIIPAaBKH COO6H_I€HI/II71 C OIIPCACIICHHBIX aApPCCOB;

8. Ecimu 1Bl cBuuerenbs kubGepOysumHra. TBou AeWCTBHS: BBICTYNHUTh IPOTUB IpECieoBaTels,
[I0Ka3aTb €My, 4YTO €ro JIEHUCTBHUS OLEHHUBAIOTCA HEraTUBHO, IOIJCPXKAThb KEPTBY, KOTOPOM HYKHA
MICUXOJIOTHYECcKast TOMOIIb, COOOLIUTH B3POCIBIM O (PAKTE arpecCUBHOTO MOBEJICHUS B CETH.

MooOuabHblii Tesie)oH

CoBpemenHble cMapT(HOHBI U IUIAHIIETHI CoAepkKaT B cebe BIOJHE B3pOCIbIA (QYHKIIMOHAN, U TEHepb
OHU MOT'YT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KOMIIbloTepaMu. OJHAKO, CPEJICTB 3ALIUTHI Ul TMOJOOHBIX
YCTPOMCTB MOKa OYeHb Maso. TecTupoBaHUE U MOUCK YA3BUMOCTEN B HUX NMPOUCXOJUT HE TaK UHTEHCUBHO,
kak i [1K, To sxe camoe kacaeTcss 1 MOOMIIBHBIX MPHIIOKEHHH.

CoBpemeHHbIE MOOWIbHBIE Opay3epbl YK€ NpPaKTHUECKH JOTHAIM HACTOJIbHBIE aHAJOTH, OJHAKO
pacmmpenne pyHKIIMOHaIA BICYET 32 COO0H OOJBITYIO CIIOKHOCTh M MEHBIIYIO 3aIUIIICHHOCTD.

Jlaneko He Bce MPOM3BOIMTENN BBIMTYCKAIOT OOHOBJIECHHUS, 3aKPHIBAIOIINE KPUTHUYECKHE YSI3BUMOCTH
JUISI CBOMX YCTPOMCTB.

OCHOBHBIC COBETBI JJIsA 0e30MmacHOCTH MOOUIILHOTO TCJ'IC(I)OHEIZ

Hudero He siBnsieTcst mo-HacTosiemMy OecriaTHbIM. byab ocTopoxkeH, Belb Korja TeOe MmpeanaraioT
OecriaTHBI KOHTEHT, B HEM MOT'YT OBbITh CKPBIThI KaKHe-TO IUIaTHBIE YCIYTH;

Hymaii, mpexxae dyem otmpaBuTh SMS, ¢oTto unm Bugeo. Thl TOYHO 3Haellb, TAe OHM OyayT B
KOHEYHOM HTOore?

Heo6xoa1Mo 0OHOBIATE ONEPATMOHHYIO CUCTEMY TBOETO CMapT(OHA;
Hcnonp3yli aHTUBHPYCHBIE TPOTPAMMBI JUII MOOHMIIBHBIX TeIe(OHOB;

He 3arpyxail mpuioxeHHss OT HEHM3BECTHOI'O UCTOYHUKA, BEb OHH MOTYT COJEpPIKaTh BPEIOHOCHOE
porpaMMHoOe oOecrieueHue;



[Tocine Toro kak ThI BBIHACHIb C caiiTa, TA€ BBOJMI JIMYHYIO HWH(pOpPMAIHMIO, 32l B HACTPONKH
Opay3sepa u ynanu cookies;

Ilepnonnuecku npoBepsii, KaKue IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;
JaBaii cBoii HOMep MOOMIIBHOTO Tene(oHa TOJIBKO JTOASIM, KOTOPBIX ThI 3HACLIb U KOMY JI0BEpsEIlb;

Bluetooth momkeH ObITH BBIKIIFOYEH, KOTZIa ThI UM HE IMOJb3yenibes. He 3a0biBail mHOTIA TPOBEPATH
9TO.

Online urpsi

CoBpeMeHHBIE OHJIAWH-UTPBI - 3TO KPACOYHBIC, 3aXBATHIBAIOIINE Pa3BICUCHUS, OOBEIHHSIIONINE COTHU
THICSIY 4YEJIOBEK MO BceMy Mupy. Mrpoku wucciaenyroT HaHHBIE UM MUp, OOMIAIOTCS JpYr € APYrom,
BBITIOJIHSIIOT 3aJaHus, CPaKaIOTCS C MOHCTpAMU M TIOJYYalOT OMBIT. 3a YAOBOJLCTBUE OHHU IUIATAT:
MOKYTAIOT JUCK, OMJIAYUBAIOT a00OHEMEHT WIIH MPHOOPETAIOT KaKHe-TO OIIHUU.

Bce atu cpenctBa MayT Ha MOAJEp)KaHUE U PAa3BUTHE UIPhI, a TakKe Ha caMmy O€30I1aCHOCTH:
COBEPILIEHCTBYIOTCSI CHUCTEMbl AaBTOPU3ALMH, BBIIYCKAIOTCS HOBble NaTuu (UM(POBBIE 3amIaTKU Ui
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX urpax CTouT onacaTrbCs HC CTOJBKO CBOHUX COIICPHHUKOB, CKOJIBKO KpaXH TBOCT'O IIapOJIi,
Ha KOTOPpOM OCHOBAaHAa CUCTCMaA aBTOpU3alluU OOIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOEIO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroit urpok BeaeT ceds II0X0 UM Co3AaeT Tede HEMPUATHOCTH, 3a0JIOKUPYH €ro B CIHCKe
WUTPOKOB;

2. Ioxamyiicst aAMUHUCTpATOPaM UTPHI HA TNIOXOE MOBEIEHNUE ITOTO UTPOKA, JKEJIATEIbHO MPHIIOKHUTH
KaKHMe-TO J10Ka3aTesIbCTBA B BUJE CKPUHOB;

3. He yka3bIBaii TMuHyI0 HHGOpMAIUIO B Ipodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB II0 UIDE;

5. He ycranaBnuBaii HeopuIIUANbHbBIE TATYU U MOJBL;

6. Ucrionp3yit COXHBIE U pa3HbIE MapoJIv;

7. I[axce BO BpPEM:A UI'PblI HC CTOUT OTKJIFOUATh aHTUBHUPYC. IToka TBI HUrpacuib, TBOM KOMIIBIOTCP MOT'YT
3apa3nuThb.

@OUIIUHT WIN Kpaka JUYHbIX TaHHbIX

OObIUHOI KpaXkel JeHer U JOKYMEHTOB CEro/IHs y>K€ HUKOTO He YAMBHIIb, HO C Pa3BUTUEM MUHTEPHET-
TEXHOJIOTUI 3JIOYMBIIUIEHHUKH NEPEMECTHJINCh B HMHTEPHET, W MPOJOJKAIOT 3aHUMAThCs 'MrOOMMbBIM"
JIEJIOM.

Tak mosgBmiace HOBas yrposa: MHTCPHCT-MOIICHHUYCCTBA HIIN (i)I/IIHI/IHl", Ti1aBHasA 0OE€JIb KOTOPOIo
COCTOWT B MOJYYCHUU KOH(PUACHIINATHHBIX JAHHBIX TOJIb30BaTENEH - JIOTHHOB ¥ Maposei. Ha anrnuiickom
si3bIke phishing unraercs kak ¢ummHT (0T fishing - peiOHast m0oBs, password - mapoJsb).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnemn 3a cBouM akkayHTOM. Ecim TBI TOJ03peBacmib, Y4TO TBOSI aHKeTa ObUIa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Ucnonb3yit 6e30macHbie BeO-CAThI, B TOM YMCJIEe, MTHTEPHET-Mara3nHOB U TOMCKOBBIX CHUCTEM;



3. Hcnonb3yil cnoxHble M pasHble Napoiad. Takum o0Opa3oMm, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH NOJYYaT JOCTYH TOJIBKO K OJHOMY TBOEMY NPO(UIIO B CETH, & HE KO BCEM;

4. Ecniu Te0s1 B3OMaNH, TO HEOOXOIUMO PEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPBIE JOOABICHBI Y
Te0s B JAPY3bSAX, O TOM, YTO T€OS B3JIOMalIM U, BOBMOXKHO, OT TBOETO UMEHH OYIET pacchbuIaThCs CIaM U
CCBUIKH Ha (DUIIUHTOBBIC CAUTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOUITBHBIN TenedoH;
6. OTKIIIOYHM COXpaHEHUE Maposis B Opaysepe;

7. He oTkpbIBaii (hailnbl ¥ Ipyrue BIOXKEHUS B MHCbMax, JaK€ €CIM OHH MPHIUIA OT TBOUX JIPY3€H.
Jlydie yToYHM y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (Paibl.

udpoBas penyranus

[MudpoBast pemyramusi - OSTO HEraTMBHAas WM T[O3UTHMBHAas wuHpopMmalus B ceTHd O Tebe.
Komnpomerupyromas napopmarus, pa3MelieHHas B HHTEpHETe, MOXKET Cepbe3HbIM 00pa3oM OTPa3HThCS Ha
TBOel peanpHON >ku3HU. "lludpomas pemyramus" - STO TBOH UMUK, KOTOPBIM QopmMupyercs wu3
uHpopmanuu o Te0e B MHTEpHETE.

TBoe mecTo KHUTCJILCTBA, y‘le6bl, TBOC (bHHaHCOBOC ITIOJIOXKCHUC, 0COOEHHOCTH XapaKTepa U pacCKa3bl
0 OJIM3KHX - BCE 9TO HAKAIIMBAETCS B CETH.

MHorue noapoCcTKH JIETKOMBICIEHHO OTHOCATCA K MyOiuKanuu jaudHoil mHpopmanuu B MHTepHere,
HE TMOHMMas BO3MOXKHBIX MmocieAcTBUU. Thl Naxke HE CMOXKEIIb J0rajaThCsi O TOM, uTo (oTorpadus,
pasMeleHHas 5 JeT Ha3a/, CTaja MPUYUHON OTKa3a MPUHATH TeOst Ha paboTy.

KommenTapuu, pazMerienue TBoux (Gotorpaduil u gpyrue AecCTBUS MOTYT HE HCUE3HYTh JlaXKe MocJie
TOr0, KaK Thl UX yAaIHIIb. Thl HE 3Haellb, KTO COXPaHWJ 3Ty MH(POPMALUIO, ITONaja J1 OHAa B MIOMCKOBbIE
CHCTEMBI U COXPAaHWIACh JIU OHA, a [JIABHOE: YTO MOAYMAIOT O TeOe OKpYXKAIOIUeE JIFOU, KOTOpPbIE HAMIYT U
yBUIAT 3T0. HaliTu nH(popMaIvio MHOTO JIET CITyCTs CMOXKET JIF000H - Kak U3 JOOPbIX MOOYXKIEHUH, TaK U C
HaMEepEeHWEM IPUUUHUTH BPeJl. DTO MOKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3alTUTe HU(PPOBOI pemyTaIuu:
1. [Toxymaii, mpexae ueM 4To-TO MyOJIMKOBATh U NepeaaBaTh y ce0s B 0J0Te WU B COIIMAIIBHON CETH;

2. B mHacrpoiikax mpo¢uis yCTaHOBH OrpPaHWYEHUS Ha MPOCMOTP TBOEro MNpoPuiIs M ero
COJIEP’KUMOT0, CAENIAl €ro TOJIbKO "uIst Ipy3ein';

3. He pa3Memaii u He yka3pIiBail HHPOPMAIIUIO, KOTOPAs MOXKET KOTO-JIM00 OCKOPOIATEH UK OOMXKATh.
ABTOpCKOE PaBo

CoBpeMeHHbIE TIKOJIPHUKH - aKTUBHBIC TOJIH30BaTEIN ITU(GPOBOTO MpocTpaHcTBa. OqHAKO JAJIEKO HE
BCE 3HAIOT, YTO MOJH30BAHUE MHOTUMHU BO3MOXKHOCTSIMH ITU(GPOBOTO MUpa TPeOYEeT COOMIOACHUS MpaB Ha
MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "UHTEIUIEKTyaJbHasi COOCTBEHHOCTH" OTHOCHUTCS K Pa3IUYHBIM TBOPEHHUSM UYEIOBEYECKOIO
yMa, HaulHasi ¢ HOBBIX M300pETeHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMH, GoTorpadusiMu, KHHOPHIEMaMH U MY3bIKQJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE TIpaBa - 3TO IpaBa HAa HHTEIUIEKTYaJbHYI0 COOCTBEHHOCTb Ha MPOU3BEICHUS HAYKH,
JUTEepaTyppl M HCKycCTBAa. ABTOpCKME IIpaBa BBICTYNAIOT B KA4eCTBE TapaHTUU TOrO, 4YTO
MHTEJUICKTYaJIbHBINH/TBOPUECKUI TPyl aBTOpa He OyeT HAalPAaCHBIM, 1aCT €My CIIPaBEIIHBBIC BO3MOXHOCTH
3apaboTaTh Ha pe3yJabTaTax CBOETO TPy.a, MOJY4YUTh M3BECTHOCTh M Mpu3HaHue. Hukto Ge3 pasperieHus
aBTOpa HE MOXET BOCIPOU3BOAMTH €ro MPOU3BEIACHHE, PACHPOCTPAHATH, IMYOJUYHO JIEMOHCTPUPOBATH,



MPO/IaBaTh, UMIIOPTHPOBATH, ITYCKaTh B MIPOKAT, MyOIMYHO UCTIONHATH, TOKA3bIBATH/UCHIOIHATD B ApUpe UiH
pa3memiath B IHTEpHETE.

Hcnons3oBanue "mupaTckoro” mporpaMMHOTO 00ECIICYCHHSI MOXKET MPUBECTH K MHOTHM PUCKaM: OT
MOTEpU JTAaHHBIX K TBOUM aKKayHTaM J10 OJIOKMPOBKH TBOETO YCTPOWCTBA, I/I€ YCTAHOBJICHA HeJlerajibHas
nporpamMma. He cTout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalIbHBIC U OECIUIATHBIE MTPOrPAMMEI, KOTOPHIC
MOKHO HAMTH B CETH.

O nopraJie
CereBuuok.p( - TBOI I1aBHBIA COBETYUK B CETU. 371€Ch Thl MOXKEIIb y3HATh O OE30MACHOCTH B CETU

MOHATHBIM H JOCTYITHBIM SI3BIKOM, & TIPH BOZHUKHOBEHUU KPUTUYCCKOW CUTYAIIUU OOPATUTHCS 32 COBETOM.
A Taxxe NPUHATH y4acTHe B KOHKYPCax M CTaTh CaMbIM IIU(POBBIM IpaskJaHUHOM !



